
 

 

 

 

 

 

 

 

 

 

 

 

 

DIRECTORATE OF INNOVATIVE LEARNING AND TEACHING (DILT) 

(formerly SCDE_ School of Continuing and Distance Education) 
JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 

Kukatpally, Hyderabad – 500 085, Telangana, India 

 

Notification for 

Six Months Online Certificate Courses – 2023 
 

Advt. No.: JNTUH/DILT/Certificate Course/2023                                                Date: 26.11.2023 

 
Online applications are invited from the eligible candidates for the following Six Months Online 

Certificate Courses, offered by, JNTUH, Kukatpally, Hyderabad on or before 22.12.2023. 
 

1. Cyber Security 

2. Data Science with Python Programming 

3. Artificial Intelligence and Machine Learning 

 
For details please see the website: www.jntuh.ac.in.   

Contact No.: 9154251963  

E- mail: pa2scdedirector@gmail.com                                                                     Sd/-                           
                                                                                                                     

 

 DIRECTOR, DILT, JNTUH 

http://www.jntuh.ac.in/


 
DIRECTORATE OF INNOVATIVE LEARNING AND TEACHING  

ONLINE CERTIFICATE COURSES – 2023 
 

A D M I S S I O N N O T I F I C A T I O N 
 

INFORMATION TO THE CANDIDATES 
Dt.26.11.2023 

 

Online Applications are invited from faculty, working employees, students and other eligible 

candidates for admission into following Six Months Online Certificate Courses, offered at DILT, 

JNTUH Kukatpally, Hyderabad for the academic year 2023-24. 

 
S.No. Important dates Dates 

1 Date of Notification 26-11-2023 

2 Last date for online submission 15-12-2023 

3 Last date for online submission with fine of Rs.500/- 22-12-2023 

 
I. Six Months Online Certificate Courses: 

S.No. 
Name of the 

Certificate Course 

 
Subjects 

C
re

d
it

s 

Lectures 

(2 hours duration) C
lo

ck
 

H
o
u

rs
 

 
 

 
1 

 
 

 
Cyber Security 

Subj-1 
Cyber Security 

Fundamentals 
3 24 classes(2 Months duration) 48 

 

Subj-2 
E- Commerce and Digital 

Security 

 

3 
 

24 classes(2 Months duration) 
 

48 
 

Subj-3 
Cyber Laws and Security 

Management 

 

3 
 

24 classes(2 Months duration) 
 

48 

 

2 

Data Science with 

Python 

Programming 

Subj-1 Programming using Python 3 24 classes(2 Months duration) 48 

Subj-2 Machine Learning 3 24 classes(2 Months duration) 48 

Subj-3 
Natural Language Processing 

(NLP) and Big Data 
3 24 classes(2 Months duration) 48 

 
3 

Artificial 
Intelligence and 
Machine Learning 

Subj-1 Python for Data Science 3 24 classes(2 Months duration) 48 

Subj-2 Machine Learning    3 24 classes(2 Months duration) 48 

Subj-3 Artificial Intelligence 3 24 classes(2 Months duration) 48 

 

Note: In addition to three theory subjects in each course there will be Project work with 6 Credits with one-month duration 

 

II. Eligibility: 

Sl.No Name of the Course Eligibility 

1 Cyber Security Candidates who have completed or pursuing Diploma / UG / PG Degree 

2 
Data Science with Python 
Programming 

Candidates who have completed or pursuing Diploma / UG / PG Degree 

3 Artificial Intelligence and 

Machine Learning 
Candidates who have completed or pursuing Diploma / UG / PG Degree 
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III. Desirable: Candidates applying for online certificate courses are presumed to have basic 

Computer knowledge with any programming language writing skills. 

 
IV. Registration: The registration process is through online mode only 

 
Selection Procedure: Admissions will be made on First-Come-First Serve basis in online 

mode after evaluation by admission committee. The JNTUH Hyderabad reserves right to 

increase / decrease the total number of seats in each course or to cancel the entire admission 

process 

 

V. Duration of the Course: Six Months 

 

VI. Class Work Timings: 6:30 PM to 8:30 PM (Through online mode only) 

 

VII. Fee Details: 
(i) Registration Fee: Rs.500/- to be paid (add late fee of Rs. 500/- if applicable) at the 

time of online registration. 

(ii) Admission fee: Rs. 1,000/- for the candidates who get admitted. 

(iii) Course Fee: The candidate has to pay Course fee of Rs. 25,000/-. At the time of 

admission. Fee once paid will not be refunded. Examination fee will be collected 

separately. 

 

VIII. Practical theory session: 

(i) 75% attendance is compulsory for each Theory/ Lab session. 

(ii) Condonation of shortage of attendance upto 10% i.e. between 65 and 75% 

may be given by the Director, DILT on genuine and valid grounds with supporting 

evidence, and shortage of attendance below 65% shall in no case be condoned. 

(iii) The theory & practical sessions will be held through Online Mode. 

 

IX. Evaluation Scheme: 
(i) Completion of the Certificate Course requires successful completion of both 

Assignment component/ Lab record and End examination component for each Theory 

& practical course in the Certificate Course. 

(ii) Continuous evaluation through assignments with a weightage of 40%(Theory/Lab) 

(iii) The End examination shall have a weightage of 60% (Theory / Lab). 

(iv) The requirement for passing (Theory / Lab) would be at least 40% in 

Continuous evaluation and 40% in the End examination with an overall average of 

40% for a PASS (Theory / Lab) in the course. 

 

Scanned Document Copies to be uploaded through online: 
 

a) S.S.C. 

b) Intermediate Certificate and Consolidated Marks Memo / Diploma Certificate 

c) Under Graduate Certificate and Consolidated Marks Memo/ Study Certificate in case of 

current undergraduate students 

d) Any other relevant Certificates if any 
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X. Regulations: 
 

i) A candidate after securing admission shall pursue the Online Certificate Course in period 

of Six months. 

ii) Each Certificate Course is of 15 credits with three subjects and a Project. 

iii) Permission was accorded to engage the faculty by consideration in SCM for the faculty having 

specialization in interdisciplinary branches (with two individual Subjects offered as part of Six Months 

Online Certificate Course). 

iv) The credits allotted for each subject are equivalent to the credits of the individual 

subjects offered in B. Tech., as per JNTUH Academic Regulations-2022. 

v) The credits for the Project is not equivalent to the B. Tech., Major/ Mini Project of 

JNTUH Academic Regulations. 

vi) The students of constituent and Affiliated Colleges (both Autonomous & non-Autonomous) 

can avail the provision of transfer of credits earned for the individual theory subjects 

offered as a part of Certificate Courses for the award of U.G. degree as per the provisions of 

B. Tech., Academic Regulations-2022 of JNTUH. 

vii) The internal staff (teaching & non-teaching) of the University and current students of 

constituent academic units can avail 40% fee concession. 

GENERAL INSTRUCTIONS: 
 

 Certificate Courses will be started only if the number of eligible candidates seeking 

admission to the program is not less than minimum approved intake by the University. 

 The University reserves the right to make alterations in intake and rules for admission. 

 Incomplete online registration application will be summarily rejected. No correspondence 

in this regard will be entertained. 

 Fee will not be refunded under any circumstances. 

 If it is detected that a candidate has been admitted due to any mistake made inadvertently in 

the processing of registration and during the admission stage, the University reserves the 

right to cancel such ineligible admission at any stage. 

 The candidates may note that these Certificate Courses are unique with respect to their 

disciplines and no equivalence shall be given by the University. 

 If any dispute concerning admission in the courses of JNTUH arises, the jurisdiction shall 

remain with the Courts/Consumer Forum in Hyderabad only. 

 In case of candidates undergoing any Certificate Courses, UG / PG Programs of any other 

institutions currently in offline/ online mode, it is the responsibility of the candidates to 

ensure that the time tables of those courses will not overlap with timetables of courses run 

by DILT, JNTUH.                            

For details please see the website:  www.jntuh.ac.in; Contact No.: 9154251963                                      

E- mail: pa2scdedirector@gmail.com 

 
                                                                                                                                                                              DIRECTOR 

                                                                                                                                                                                                                                 DILT, JNTUH Hyderabad 



   COURSE STRUCTURE 

 

Each Course comprises of three subjects as given in 

the above table. 

In addition to three subjects in each course there will 

be Project work with 6 Credits 

Each course is of 6 months duration. 

Each class is of 2 hours duration and a total of 24 

classes will be held in 2 months period for each subject. 

(A total of 48 hours allocated for each subject) 

   Class Work Timings: 

       6:30PMto8:30PM 

(Through online mode only) 

 

FEE DETAILS 



Registration Fee: Rs. 500/- to be paid (add late fee 

of Rs. 500/-if applicable) the time of submitting the 

online application form. 

Admission fee: Rs. 1,000/- for the candidates who 

get admitted. 

Course Fee: At the time of admission, the candidate 

has to pay Course fee of Rs. 25,000/-. Fee once paid 

will not be refunded under any circumstances 

Examination fee will be collected separately. 

 
 

DIRECTOR 

Dr. KRISHNA MOHANA RAO 
Director, D I L T , SeniorProfessor, 
Dept. of Mechanical Engg. JNTUH UCESTH 

COURSE COORDINATORS: 

1. Cyber Security 
Dr. B . S a t i s h  K u m a r  

Professor & HOD of CSE, JNTUH UCEJ 

2. Data Science with Python Programming 
Dr. T. Venugopal 
Vice- Principal & Professor,  
Dept. of CSE JNTUH UCEJ  

3. Artificial Intelligence& Machine Learning 

Dr. P. Swetha, 
Professor of CSE & Dy. Director of DAAF, JNTUH 
 

Sl. 

No 

Name of the  

Certificate 

Course 

Eligibility 

1 
Cyber Security    

 

Candidates who have completed or 

pursuing Diploma / UG / PG Degree 

2 

Data Science with 

Python 

Programming 

Candidates who have completed or 

pursuing Diploma / UG / PG Degree 

3 

Artificial 

Intelligence & 

Machine Learning 

Candidates who have completed or 

pursuing Diploma / UG / PG Degree 

Desirable: 

Candidates having basic computer knowledge and any 

programming language. 

 

Selection Procedure: 

Admissions will be made on first-come-first serve basis 

after evaluation by admission committee. The JNTUH 

Hyderabad reserves right to increase / decrease the total 

number of seats in each course or to cancel the entire ad-

mission process 

 

 
 

 

 
 

DIRECTORATE OF INNOVATIVE LEARNING AND TEACHING  

(Formerly_SCDE_SCHOOL OF CONTINUING & DISTANCE EDUCATION) 

JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD 

       KUKATPALLY, HYDERABAD-500085, TELANGANA STATE, INDIA. 

 
 

                                     Offers 

Six Months Online Certificate Courses–Nov 2023 
                                         

 
 

Artificial Intelligence            Data Science with 

 and Machine Learning      Python Programming 

 

                                           
                           Cyber Security 

 
                      
                          Course Duration “6Months” 
                      Last Date for online submission 

      “22-12-2023” 
              Class Timings “6:30 pm to8:30 pm” 

           (Through online mode only) 
 

           For more details, visit 
          www.jntuh.ac.in 

 
“Continuous learning is the minimum 

requirement for success in any field.” 

Sl. 

No. 

Name of the 

Certificate 

Course 

Subjects 

C
r
e
d

it
s 

1 Cyber Security 

Subj-1 
Cyber Security 

Fundamentals 3 

Subj-2 
E- Commerce and 

Digital Security 
3 

Subj-3 
Cyber Laws and 

Security Management 
3 

2 

Data Science 

with Python 

Programming 

Subj-1 
Programming using 

Python 
3 

Subj-2 Machine Learning 3 

Subj-3 

Natural Language 

Processing (NLP) and 
Big Data 

3 

3 

Artificial 

Intelligence 

and Machine 

Learning 

Subj-1 
Python for Data 

Science 
3 

Subj-2 Machine Learning 3 

Subj-3 Artificial Intelligence 3 

ORGANIZERS 

ELIGIBILITY 

 

HURRYUP!!! LIMITED ADMISSIONS 

http://www.jntuh.ac.in/


 

  
 

 
School of Continuing and Distance Education, JNTUH 

proudly introduces Value added Certificate Courses of six 

months duration in Online mode. These courses enable the 

aspirants to stay abreast with the upcoming Technologies. 
 

 
Provides in depth knowledge of the understanding of the 

technology to meet the industry requirements & helps 

in staying competitive. 

Focused on job aspirants for the enhancement of 

employability opportunities for Graduates and also for 

working professionals by providing wide range of skills 

to deal with complex projects that help the individuals 

to quickly advance in their career. 

Certificate Courses hold wide scope and better 

opportunities for faculty through the improvement of 

their teaching skills & knowledge in the upcoming 

areas. 

Online Certificate Courses gives an opportunity to the 

students for credits transfer as per National Education 

Policy (NEP-2020) 
 

75% attendance is compulsory for each Theory / Lab 

session. Condonation of shortage of attendance upto 

10% i.e. between 65 and 75% may be given by the 

Director, SCDE on genuine and valid grounds with 

supporting evidence, and shortage of attendance below 

65% shall in no case be condoned. The theory & 

practical sessions will be held through Online mode. 

A candidate after securing admission shall pursue 

the Certificate Course in period of 6months. 

Each Certificate Course is of 15 credits with three 

subjects’ and a Project. 

Permission was accorded to engage the faculty by 

consideration in SCM for the faculty having 

specialization in interdisciplinary branches (with 

individual Subjects offered as part of Six Months 

Online Certificate Course). 

 The credits allotted for each subject are equivalent 

to the credits of the individual subjects offered in 

B.Tech., as per JNTUH Academic Regulations. 

The credits for the Project is not equivalent to the 

B.Tech., Major/Mini Project of JNTUH Academic 

Regulations. 

The students of constituent and Affiliated Colleges 

(both Autonomous & non-Autonomous) can avail the 

provision of transfer of credits earned for the 

individual theory subjects offered as a part of 

Certificate Courses for the award of U.G. degree as 

per the provisions of B.Tech Academic Regulations-

2022 of JNTUH. 

The internal staff (teaching & non-teaching) of the 

University and current students of constituent ca-

demic units can avail 40% fee concession. 

Completion of the certificate course requires 

successful completion of both assignment component/ 

Lab record and end examination component for each 

Theory & practical course in the certificate course. 

Continuous evaluation through assignment with a 

weight age of 40% (Theory/Lab). 

The end examination with a weight age of 

60%(Theory /Lab). 

The requirement for passing (Theory /Lab) would 

beatleast40%in 

Continuous evaluation and 40% in the end 

examination with an overall average of 40% for a 

pass (Theory/Lab) in the course. 

-Please use the above link for the Registration. 

Registration link 

 

Last date for online submission: 

15-12-2023 by4.00 p.m. without fine 

22-12-2023 by 4.00 p.m. with fine of Rs.500/ 

Scanned Document Copies to be uploaded 

Through online: 

 S.S.C. 

 Intermediate Certificate and Consolidated 

Marks Memo /Diploma Certificate 

 Under Graduation Certificate and Consolidated  

Marks Memo / Study Certificate in case of 

     Current undergradu-ate students 

 Other relevant Certificates if any 
 

   
         

S.No Event Date 

1 Date of Notification 26-11-2023 

2 
Last date for  online 
submission 

15-12-2023 

3 

Last date for  online 
submission with fine 
of Rs.500/- 

22-12-2023 

  

        For More Details 

Website: www.jntuh.ac.in  

Contact No.: 9154251963  

E- mail: pa2scdedirector@gmail.com  

ABOUT DILT REGULATIONS REGISTRATION 

IMPORTANTDATES 

COURSEOBJECTIVES 

ATTENDANCE 

 
 

 

 

 

https://dilt.jntuh.ac.in/pages/ce

rtificate_courses_home 

EVALUATIONSCHEME 

http://www.jntuh.ac.in/














 

A Six Months Course  

on 

 

 

 

DETAILED COURSE STRUCTURE 

 

 

 

 

Course Coordinator: 

Dr. B. Sateesh Kumar 

Professor & Head, 

Department of CSE, 

JNTUH University College of Engineering Jagtial. 

 

Cybersecurity 
Fundamentals

E-Commerce 
and Digital 

Security

Cyber Laws 
and Security 
Management

 



STRUCTURE OF CYBER SECURITY COURSE 

SUBJECT NAME CYBERSECURITY FUNDAMENTALS 

SESSION-1 INTRODUCTION TO CYBERSECURITY 

DAY-1 Understanding Cyberspace  
Defining Cyberspace and Overview of Computer and Web Technology, 
Architecture of Cyberspace 

DAY-2 Internet Technology 
Communication and Web Technology, Internet, World Wide Web, Advent 
of the Internet 

DAY-3 Regulation and Governance of Cyberspace 
Regulation of Cyberspace, Internet Infrastructure for Data Transfer and 
Governance, Internet Society 

DAY-4 Cybersecurity Fundamentals and Challenges 
Concept of Cybersecurity, Issues and Challenges of Cybersecurity 

SESSION-2 CYBER-ATTACKS OVERVIEW 

DAY-5 Basics of Cybersecurity Attacks 
Need for Cybersecurity, Introduction to Cyber Attacks, Classification of 
Cyberattacks, Classification of Malware, Threats 

DAY-6 Security Models and Mechanisms 
Different Security Models and Security Mechanisms, Information Security 
and Network Security 

DAY-7 Intrusion Detection and Prevention 
Intrusion Detection Systems, Intrusion Prevention Systems 

SESSION-3 CYBER CRIMES & CYBER LAWS 

DAY-8 Types of Cybercrime and Prevention 
Classification of Cybercrimes, Common Cybercrimes - Cybercrime 
Targeting Computers and Mobiles, Cybercrime Against Women and 
Children, Financial Frauds, Social Engineering Attacks, Malware and 
Ransomware Attacks, Zero-Day and Zero-Click Attacks, Cyber Criminals' 
Modus Operandi, Reporting of Cybercrimes, Remedial and Mitigation 
Measures 

DAY-9 Legal Aspects and Regulations 
The Legal Perspective of Cybercrime, IT Act 2000 and Its Amendments, 
Cybercrime and Offences, Organizations Dealing with Cybercrime and 
Cybersecurity in India 

DAY-10 Case Studies and Practical Application 
Case Studies 

SESSION-4 SECURITY ESSENTIALS 
 

DAY-11 Web Browser Security: 
Securing web browser, Two-step Authentication 

DAY-12 Password Security: 
Guidelines for setting up a secure password, Security Guidelines for Point 
of Sales (POS) 



DAY-13 Mobile Security: 
Wi-Fi Security, Smartphone Security, Android Security, Online Banking 
Security, Mobile Banking Security, Security of Debit and Credit Cards, UPI 
Security, E-wallet Security 

SESSION-5 SOCIAL MEDIA SECURITY-1 

DAY-14 Social Media Basics: 
Introduction to Social networks, Types of Social media, Social media 
platforms 

DAY-15 Social Media Engagement and Strategy: 
Hashtag, Viral content, Social media marketing, Social media monitoring 

DAY-16 Social Media Concerns and Considerations: 
Social media privacy, Challenges, opportunities, and pitfalls in online 
social networks 

SESSION-6 SOCIAL MEDIA SECURITY-2 

DAY-17 Security and Content Control: 
Security issues related to social media, Flagging and reporting of 
inappropriate content, Laws regarding posting of inappropriate content 

DAY-18 Best Practices and Responsible Usage: 
Best practices for the use of social media 

DAY-19 Illustrative Examples: 
Case studies 

PRACTICAL SESSION-1 

DAY-20 1. Checklist for reporting cyber crime at Cyber crime Police Station.  
 

DAY-21 
 

2. Checklist for reporting cyber crime online. 

DAY-22 3. Reporting phishing emails.  
4. Demonstration of email phishing attack and preventive measures. 
 

PRACTICAL SESSION-2 

DAY-23 1. Basic checklist, privacy and security settings for popular Social media 
platforms. 

DAY-24 2. Reporting and redressal mechanism for violations and misuse of Social 
media platforms. 

  



STRUCTURE OF CYBER SECURITY COURSE 

SUBJECT NAME E-COMMERCE & DIGITAL SECURITY 

SESSION-1 E-COMMERCE 

DAY-1 E-Commerce Fundamentals: 
Definition of E-Commerce, Main components of E-Commerce 

DAY-2 E-Commerce Security: 
Elements of E-Commerce security, E-Commerce threats, E-Commerce 
security best practices 

SESSION-2 DIGITAL PAYMENTS 

DAY-3 Digital Payment Fundamentals: 
Introduction to digital payments, Components of digital payment and 
stakeholders 

DAY-4 Modes of Digital Payments and Security: 
Modes of digital payments (Banking Cards, UPI, e-Wallets, USSD, Aadhar 
enabled payments), Digital payments related common frauds and 
preventive measures 

DAY-5 Legal and Regulatory Framework: 
RBI guidelines on digital payments and customer protection in 
unauthorized banking transactions, Relevant provisions of Payment 
Settlement Act, 2007 

SESSION-3 DIGITAL DEVICES SECURITY 

DAY-6 Device and Mobile Security: 
End Point device and Mobile phone security, Password policy, Security 
patch management, Data backup, Downloading and management of 
third-party software, Device security policy 

DAY-7 Tools and Technologies for Cyber Security: 
Authentication tools, firewalls, intrusion detection systems, and antivirus 
and encryption software. 

DAY-8 Cyber Security Best Practices: 
Cyber Security best practices, Significance of host firewall and Anti-virus, 
Management of host firewall and Anti-virus, Wi-Fi security, Configuration 
of basic security policy and permissions 

SESSION-4 CYBER SECURITY LANDSCAPE 

DAY-9 Cyber Threat Landscape and Terminology: 
Cyber security increasing threat landscape, Cyber security terminologies 
(Cyberspace, attack, attack vector, attack surface, threat, risk, 
vulnerability, exploit, exploitation, hacker), Non-state actors, Cyber 
terrorism 

DAY-10 Protection and Security Measures: 
Protection of end-user machines, Critical IT and National Critical 
Infrastructure, Cyberwarfare 

DAY-11 Practical Insights and Examples: 
Case Studies 



SESSION-5 CYBER CRIMES 

DAY-12 Cyber Crimes Targeting Computer Systems and Mobile Devices: 
Data diddling attacks, Spyware, Logic bombs, DoS (Denial of Service), 
DDoS (Distributed Denial of Service), APTs (Advanced Persistent Threats), 
Viruses, Trojans, Ransomware, Data breach 

DAY-13 Online Scams and Frauds: 
Email scams, Phishing, Vishing, Smishing, Online job fraud, Online 
sextortion, Debit/credit card fraud, Online payment fraud 

DAY-14 Cyberbullying and Web Exploitation: 
Cyberbullying, Website defacement, Cybersquatting, Pharming 

DAY-15 Darknet and Illicit Activities: 
Cyber espionage, Crypto-jacking, Darknet activities, including illegal 
trades, drug trafficking, and human trafficking 

SESSION-6 SOCIAL MEDIA SECURITY 

DAY-16 Social Media Scams, Frauds, and Cyber Crimes: 
Impersonation, Identity theft, Job scams, Misinformation and fake news 

DAY-17 Cyber Crimes Against Persons and Social Engineering: 
Cyber grooming, Child pornography, Cyber stalking, Social Engineering 
attacks 

DAY-18 Law Enforcement and Reporting: 
Cyber Police stations, Crime reporting procedure, Case studies 

PRACTICAL SESSION-1 

DAY-19 1. Configuring security settings in Mobile Wallets and UPIs.  
2. Checklist for secure net banking. 

DAY-20 
 

3. Setting, configuring and managing three password policy in the 
computer (BIOS, Administrator and Standard User).  
4.  Setting and configuring two factor authentication in the Mobile phone. 

DAY-21 5. Security patch management and updates in Computer and Mobiles.  
6. Managing Application permissions in Mobile phone. 

PRACTICAL SESSION-2 

DAY-22 1. Installation and configuration of computer Anti-virus.  

 2. Installation and configuration of Computer Host Firewall. 

DAY-23 3. Wi-Fi security management in computer and mobiles for reporting 
cyber-crimes. 
 

DAY-24 4. Checklist for reporting cyber-crimes online 

  



STRUCTURE OF CYBER SECURITY COURSE 

SUBJECT NAME CYBER LAW & SECURITY MANAGEMENT 

SESSION-1 CYBER LAWS-1 

DAY-1 Cybercrime and Legal Landscape Around the World: 
Introduction 
Cybercrime and Legal Landscape Around the World 
 

DAY-2 IT Act Amendments and Limitations: 
IT Act, 2000 and its amendments. 
Limitations of IT Act, 2000. 
Cybercrime and punishments. 

SESSION-2 CYBER LAWS-2 

DAY-3 Cyber Laws and Legal and Ethical Aspects Related to New Technologies: 
Legal and ethical aspects related to new technologies - AI/ML, IoT, 
Blockchain, Darknet, and Social media. 

DAY-4 Cyber Laws of Other Countries 
Cyber Laws of other countries – Importance and Examples. 

DAY-5 Case Studies: 
Case Studies on Cyber Laws and their Execution. 
 

SESSION-3 DATA PRIVACY AND DATA SECURITY -1 

DAY-6 Data Definitions and Data Protection: 
Defining data, meta-data, big data, and nonpersonal data. 
Data protection, data privacy, and data security. 

DAY-7 Legal Framework and Compliance: 
Personal Data Protection Bill and its compliance. 
Data protection principles. 
 

DAY-8 Challenges and Issues with Big Data: 
Big data security issues and challenges. 

SESSION-4 DATA PRIVACY AND DATA SECURITY -2 

DAY-9 Data Protection Regulations of Other Countries: 
General Data Protection Regulation (GDPR), 2016. 
Personal Information Protection and Electronic Documents Act (PIPEDA). 

DAY-10 Social Media Data Privacy and Security: 
Social media data privacy and security issues. 

DAY-11  

SESSION-5 CYBER SECURITY MANAGEMENT 

DAY-12 Cybersecurity Policies and Planning: 
Cybersecurity Plan, Cybersecurity Policy, Cyber Crisis Management Plan 

DAY-13 Business Continuity and Risk Assessment: 
Business Continuity, Risk Assessment, Examples. 



DAY-14 Security Controls and Goals: 
Types of Security Controls, Goals of Security Controls 

DAY-15  

SESSION-6 CYBER SECURITY COMPLIANCE AND GOVERNANCE 

DAY-16 Cyber security audit and compliance: 
 

DAY-17 National cyber security policy and strategy: 

DAY-18  

PRACTICAL SESSION-1 

DAY-19 1. Configuring security settings in Mobile Wallets and UPIs.  
2. Checklist for secure net banking. 

DAY-20 
 

3. Setting, configuring and managing three password policy in the 
computer (BIOS, Administrator and Standard User).  
4.  Setting and configuring two factor authentication in the Mobile phone. 

DAY-21 5. Security patch management and updates in Computer and Mobiles.  

DAY-22 6. Managing Application permissions in Mobile phone. 

PRACTICAL SESSION-2 

DAY-23 1. Installation and configuration of computer Anti-virus.  

 2. Installation and configuration of Computer Host Firewall. 

DAY-24 3. Wi-Fi security management in computer and mobiles for reporting 
cyber-crimes. 
4. Checklist for reporting cyber-crimes online 
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